These cards are designed to provide real world scenarios for pupils to
role play and discuss to develop skills in digital citizenship. Geared to
upper primary and secondary. Many of the cards are Scams or based
on incidents that would not be classed as digital citizenship. Please do
not enter any URL’s in this document other than in2edu.com. This is
because there are a number of links that are virus or scam related.
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http.//in2edu.com/thematic topics/cyber _citizen/cyber_citizenship index.html|

These cards are released for free download and use within a single organisation. Cannot be
passed on to others .
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SCENARLD

““““s TRY ONE TODAY!

When people go phishing...... they might email you, call you on the phone,
instant message, Twitter or convince you to download something off a website.
Some even send you fake invoices in the mail!

How to spot fake...

1. No banks or financial institutions will ever send you a message saying you
need to login and change account details or that there has been a difficulty...

2. You can check the link in behind the URL (in blue and underlined usually) by
hovering over it.. often there will be a miss match i.e. says kiwibank but points
to http://janesweb.com/index.php DO NOT CLICK!

3. If you didn’t subscribe to the site then it is SPAM or a scam anyway.

4. What is the tone of the email? Scammers often make threats.... “if you don’t
reply in 24 hours your account will be terminated”

5. Spelling or English grammar is often poor.

6. They often use stolen graphics from the real site.

7. Sometimes a whole site is designed to rip off people, it looks like the real one
but is a fake. The URL at the top will usually not be correct however!

8. Keep virus checker and adware/scam checkers up to date!

9. Ifin doubt DO NOT click on the link!

Use the following cards to help train your investigator skills. They are all based
on genuine emails received... genuine genuine and genuine fakes!

Note: some emails or names have been blanked to protect privacy.

SCANS
gpOT THEM!
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“The Power of Words”
fa :Ebﬂﬂk ‘!1 © 2012 Scenario Cards for Digital Citizenship from in2edu.com

You have had a bad day at school and when a teacher spoke to you about something that had
happened that day it made you angry. You went home you straight onto Facebook. You wrote a
negative comment about the teacher to share with your friends.

What can happen? What can you learn from this?

N J

4 )

fﬂ:ﬂbﬂﬂk q,!vl “What do you say about yourself?”

You are the Bosses at your work. Core Enterprises (your business) has modern practices and
can use Facebook and other social media sites for information.

Two persons are interviewed by you for a job. Who will you pick and why?

Person A) Seems to have the best qualifications. Has good references. BUT when you check
there Facebook page and other social media sites you see a lot of pictures of them drunk, you
see comments they have written that are negative about other people, with a number of swear
words. You even notice one bad comment about a previous boss.

Person B) Their qualifications on paper are not quite as good. They have good references.
Their Facebook search seems to show that they well balanced, have a range of positive
relationships with others. They seem to enjoy relating to others via Facebook and have a life
that shows a wide range of activities. They have a couple of swear words written on their

N comments. © 2012 Scenario Cards for Digital Citizenship from in2edu. com )
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A friend has posted some work on their school portfolio
with spelling mistakes. The work is a poem and you
notice great similes that they have used and that it is
significantly better than the last poem they posted. What
is the most positive and helpful comment you can write?

“Kind words do not cost much. Yet

they accomplish much.” Blaise Pascal
K © 2012 Scenario Cards for Digital Citizenship from in2edu.com /
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| am online and see a comment by a cool friend who is in the top

sports team. His comment criticizes a teacher. My mouse hovers _
over the “Like” button. “Words are loaded pistols.”

Jean-Paul Sartre

© 2012 Scenario Cards for Digital Citizenship from in2edu. com\

H Like - Comment - View post

What is the power of the first follower? What are your options? What
\_ are the consequences? What can you learn from this? J




“The Power of Images” “A picture is worth a thousand words”

A friend from school has asked you to What are your options? What are
send a photo of yourself to them. They are the consequences? Can you PMI
in your class but are not one of your some thoughts?

closest friends.
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“The Power of Images” “A picture is worth a thousand words”

You get an email on your computer with a video of a person from school, it shows
them crying. Your hand hovers over the “forward” button....

What are your options? What are the consequences? What can you learn from
this?

© 2012 Scenario Cards for Digital Citizenship from in2edu.com

Your parents seem to have suddenly gone all overboard for not trusting you
and are now asking for your to talk about and sign an Internet Contract with
them for home. Are they always going to be on your back?

What are your options? What are the consequences? Can you PMI some
“You don’t thoughts? Can you do this from their viewpoint also?

trust me!”
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In the End, we will remember not the words of our "\

/
1
iy enemies, but the silence of our friends.
faEEbﬂuk 7 Martin Luther King, Jr.

A number of your friends have Facebook accounts but your parents say you are too young. You
could get an account anyway and they would hardly know...

What are your options? What are the consequences? Can you PMI some thoughts? Can you
do this from you parents’ viewpoint also?

@201 2 Scenario Cards for Digital Citizenship from in2edu.com /

/
1 “Words are loaded pistols.”  Kdl Like - Comment - View post
facebook

Jean-Paul Sartre

Someone keeps on sending you unwanted messages. What can you do? What can happen if
they get more serious?

What are your options? Who can you complain to? What are the consequences? Can you PMI
some thoughts? Can you do this from their viewpoint also?

€201 2 Scenario Cards for Digital Citizenship from in2edu.com /




“The Power of Images” “A picture is worth a thousand words”

You get a picture on your cellphone of a person you don't like at school, being bullied
by a friend of yours. Your hand hovers over the send button....

What are your options? What are the consequences? What can you learn from this?

\ © 2012 Scenario Cards for Digital Citizenship from in2edu. corn/

You just got a message from Likes and dislikes

someone you just met Height

recently online. Their picture Weight

is on the left that they sent Photo

you. What information below Parent’s name

is OK to give to them? School

Name What are your options? What

Where you live — city or do you have to watch out for?

address What can you learn from '
Telephone Number this? ‘
Birthdate
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John is online talking to his friend from school, Alex.
They are working on their homework together and
wanting to help each other for a test. Alex says they
should meet before class to review for the test. Is

facebook =

this okay?

(Should Michael also ask a parent just to make

sure?)

Do a PMI. o , ,
K © 2012 Scenario Cards for Digital Citizenship from in2edu.com
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facebook =

ﬂ Like - Comment - View po

What is the power of the first follower? What are my options? What .
are the consequences? What can you learn from this? “Words are loaded pistols.”
Jean-Paul Sartre

Check out: First Follower... funny!
\ © 2012 Scenario Cards for Digital Citizenship from in2edu.com /



http://www.youtube.com/watch?v=fW8amMCVAJQ
http://www.youtube.com/watch?v=fW8amMCVAJQ

You are nine and you got a email from a friend asking you to
send a message to a new kid from another country in your class.
Your friend wants you to tell them that we all want them to go
back to where they came from.

What are your options? What are the PMI's?

\ © 2012 Scenario Cards for Digital Citizenship from in2edu.com /

You are ten and your parents have asked to read the emails you have
been getting and sending. You think that your stuff is private.

What are your options? What are the PMI’'s? What

are the POV’s (Points of View)? “

\ © 2012 Scenario Cards for Digital Citizenship from in2edu.com /

You just got a message saying that someone you know at
school is, “....going to get you tomorrow!”

What are your options? What are the PMI's?

1
© 2012 Scenario Cards for Digital Citizenship from in2edu.com facebook L

~

You want a subscription to a game site that looks good
and need your parents credit card for this. Mum has her
wallet sitting on kitchen bench.

What are your options? What are the PMI's?

.
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A friend has found a way around the web blocks at your school. You reckon In our
they are just there to stop you having fun and you can view blocked sites at decisions
home anyway. You decide to tell more friends about this. we show

who we
What are your options? What are the PMI's? What are the consequences? are..
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detective?

Are you a good

Is this a fake or
< scam email? If

might be
evidence one
way or the
other?

-

not, what clues
do you see that

~

D,

From: National Bank <nnfd@nauonalpankpiatinun.oe.. .
Subject: nbnz.co.nz - Account Login
Date: 13 February 2012 11:47:53 AM NZDT

able to access our online features.
To access your profile, please visit National Bank now by visiting our website >

You are receiving this email notification because this email address is listed as the
~dministrative contact email for your National Bank onling 2~~~ 't

\ © 2012 Scenario Cards for Digital Citizenship from in2edu.com
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Are strong are your
digital literacy

clues do you see th

way or the other?

-

Seply-To: noreply@nationalbankplatinum.co.nz muscles?
We would like to inform you that your registration for your National Bank online profile neeﬁ Is this a fake or scam
be updated. Due to security issues, your account has been deactivated and you are no longer email? If not, what

at

might be evidence one

\\

)

-

-
Calling for a smart
detective?

that might be evidence one
way or the other?

-

Is this a fake or scam email?
If not, what clues do you see

~

)
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e
Are you a good

detective?

Is this a fake or
< scam email? If

not, what clues
do you see that
might be
evidence one
way or the
other?

-

While surfing the Internet, you see a website that makes you
feel uncomfortable. Your friend had given you the link. What
should you do?

Do a PMI to help.

K © 2012 Scenario Cards for Digital Citizenship from in2edu.com
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From: Inland Revenue <ir3_online_form_refund@ird.govt.nz> # Hide
Subject: z, you are eligible for a refund - 17 February 2012
Date: 17 February 2012 11:20:36 PM NZDT
To: warreng <warreng@medbury.school.nz>

Inland Revenue
Te Tari Taake

Dear (RS 5C100!.nZ,

You are receiving this e-mail with reference to our latest database update on February 17,2012.

1 Attachment, 18 KB Save v Quick Look

Due to our most up-to-date calculations, Inland Revenue updated his database system to a more accurate structure. As a result, you are eligible
to get a refund of 228,37 $NZD.

Please download IR3_FORM-6125129517257 attached to this e-mail, complete the form with your personal information in less than 48 hours
and allow up to 24 hours to update the data into our database.

Your records are securely encrypted through a secure 128 bit socket to our servers and will NOT be shared.

Reference number: 9125128512571/2012rmzt.

E-mail officially to: g, < chool.nz.
Inland Reve....htm (18 KB)

-
Are you a good
detective?

Is this a fake or
scam email? If not,
what clues do you
see that might be
evidence one way
or the other?

-

J
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From:
Subject:
Date:
To:
leply-To:

Glogster EDU <newsletter@edu.glogster.com>
Downtime on Saturday, Feb. 25

24 February 2012 7:03:44 AM NZDT

Warren Grieve

noreply@edu.glogster.com

Having problems seeing this email?

edu.glogster.com

Glogster . EDU

ster yourself

——

Goto

Downtime on Saturday, Feb. 25

Glogster EDU will be down for scheduled maintenance this Saturday,
February 25, 2012. Servers will be back online Sunday, February 26.
http://newsletter.edu.glogster.com/link.php? jence this may cause you and your

M=10189622&N=645&L=53&F=H
SLUUTIITS:

If you have any questions or concerns, please email
customercare@glogster.com.

Thank you for your understanding.

Glogster is Yours!

K © 2012 Scenario Cards for Digital Citizenship from in2edu.com

(
Do you have the smarts?

~

Is this a fake or scam email?
If not, what clues do you see
that might be evidence one

way or the other?

- J

Behind this URL was this link customercare @glogster.com '

)

ct: Great Game
Date: 25 February 2012 11:55:37 AM NZDT

To: Warren (.

Hi Sam

<

This is a great game that | found. Click on the link to see if for yourself

Behind this URL was this link http://gameon.co.au/gameflah.php '

K © 2012 Scenario Cards for Digital Citizenship from in2edu.com
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(
Are you a good detective? This

email came from a friend.

Is this a fake or scam email? If
not, what clues do you see that
might be evidence one way or
the other?

Should you send games to
people?

N

P,

-

From: Kiwi bank <ac-security@kiwibank.co.nz>
Subject: Important notice about your account.
Date: 24 February 2012 2:30:47 PM NZDT

-

How are your “sp

Dear customer

We need your help resolving an issue with your account.
To give us time to work together on this, we've temporari
limited what you can do with your account until the issue

is resolved.

other?

N

What's the problem?

We noticed some unusual activity on your online account
during our regular update today. It is either your details have

ot the fake” skills today?

Is this a fake or scam email? If not, what clues do
you see that might be evidence one way or the

J

been changed or incomplete
How you can help

It's usually pretty easy to take care of things like this. All you
have to do is to verify your details and the issue will be resolved.

Log in here to resolve issue P

Kiwi bank
Internet support team.

Behind this URL was this link http://andreasottwedding.com/css
ib.kiwibank.co.nz/
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Fraud Protection Alert

American Express <AmericanExpress@welcome.aexp.com>
Wed 3/21/2012 10:40 AM

Fraud Protection Alert.

Cardholder.

For your security. we regularly monitor accounts for possible
fraudulent activity. Please review the attempted charge below which

occurred within minutes of the timestamp of this message.

Transaction Date: 03/20/12

K3

Merchant: AMAZON LLC
Amount: 5231.10
Currency: USD

Case Number: 80491 )
htt " "

Chat or please log in to www
dispute it. If we've already spoken to you about this matter, please
disregard this message. No further action is required.

AMEriCaneXxpress. Com/ case:

Thank you for your Cardmembership.

Sincerely,

(jc' Behind this URL was this link http://koala.unas.cz/xxx/index.htm| '
Please verify these attempted charges using our Secure Onliﬁ

(" I
Test your skills as a investigator!

Is this a fake or scam email? If
not, what clues do you see that
might be evidence one way or

the other?

N J

!

© 2012 Scenario Cards for Digital Citizenship from in2edu.com
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Hello someone is posting terrible rumors about you... tinyurl.com/bqv5n3r

@ORegs @icewazza
= s
Want to receive mobile notifications?
Sendam ge to GORegs Download Twitter for your phone »

R ——

\ © 2012 Scenario Cards for Digital Citizenship from in2edu.com \_
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Are you a good detective? This
tweet came from a friend.

< Is this a fake or scam email? If not,
what clues do you see that might
be evidence one way or the other?

Note: | received four of these at the
same time from different people.

)

/_l‘a * 9 |-

LinkedIn private message. - Message (HTML)

| Message

This message was marked as spam using the Outlook Junk E-mail filter.

© Links and other functionality have been disabled in this message. To restore functionality, move this message to the Inbox.

Sent: Wed 3/21/2012 8:19 AM

=T e
- o/lNE N )

Can you be fooled?

_ | Isthis a fake or scam
=—___ email? If not, what clues

From: Tabitha Foley < @linkedin.com >

To: Ed Bott

Ce

Subject: LinkedIn private message.
LinkedIn

heartforghana.com/ _ = . W/index.html

NOTIFICAT[ 2
Click to follow link

Invitation notific
From Herrod POWE“ YourGolleague

PENDING MESSAGES

There are a total of 1 messages awaiting your response. Visit your InBox now.

Dontwant to receive email notifications? Adjust vour message seftings

@ See more about: Tabitha Foley.

do you see that might be
evidence one way or the
other?

N J

Behind this URL was this link http://heartofghana.com/xxx.html

© 2012 Scenario Cards for Digital Citizenship from
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ject
Date

N

-

To:

D <notifi oL
: You have a new follower on Delicious

: 3July 2012 12:03:15 AM NZST

ICT Facilitator

Congratulations !

is now following you on Delicious! They look forward to your next link and/or
stack update.

Cheers,
Team Delicious

Find us on: Delicious blog / Twitter / Faceb

If you'd prefer not to receive email notifications for new followers on Delicious, you can Unsubscribe
with one click. To resubscribe or change other Delicious notification preferences, check your account

settings to manage your Notification preferences. Note: please do not reply to this email as itis
sent from an unmonitored account.

—

Behind the URL'’s are links starting with http.//delicious.com '

e

You keep coming back for
more!

Is this a fake or scam email?
If not, what clues do you see
that might be evidence one
way or the other?

N

J

© 2012 Scenario Cards for Digital Citizenship
from in2edu.com
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M: Genes.s Bk Ly
bject: Let's Chat
Date: 22 June 2012 10:53:45 AM NZST
To: Warren Grieve
ply-To: Genesis Energy <noreply@mail.genesisenergy.co.nz>

k d . his email. If y

MANAGING MY ACCOUNT » MOVING PROPERTIES » SMART SAVERS » ENERGY EFFICIENCY »

WINTER 2012

Welcome

We're all feeling pretty good here at Genesis Energy, because we've just won Gas
Provider of the Year 2011 in the Roy Morgan customer satisfaction awards

It's great to know we have happy customers, and we'll be working hard to make
sure you stay that way! It's a job we take very seriously, as more New Zealanders
choose to be with Genesis Energy than with any other energy company. Enjoy
your winter edition of Let's Chat, and remember your feedback is welcome.

< click here to email us

Contact Us
Send us your feedback

\
\

e

Can you tell the difference between
fake and real?

Is this a fake or scam email? If not,
what clues do you see that might be
evidence one way or the other?

What would you need to know from
the person who got this to make a
decision?

© 2012 Scenario Cards for Digital Citizenship from in2edu.com
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From:
Subject:
Date:

To:
Reply-To:

Data Entry Jobs <admin@advertise-bz.cn>

Enter Data Online Working From Your Home Computer
2 July 2012 6:51:35 PM NZST

Warren Grieve

Data Entry Jobs <admin@advertise-bz.cn>

Numerous companies are looking for workers
to submit information into online forms and
they will pay you nicely in return.

You can get paid up to $25 per transaction.
This is not a get-rich-quick scheme buta
legitimate way to earn money from home.

We have already helped thousands of people
worldwide achieve financial freedom and enjoy
a better life.

Full Details:
http J//www .dataentry-jobs.net/detail.php?id=14

—

e

Are you a good detective?

\

Is this a fake or scam
email? If not, what clues
do you see that might be
evidence one way or the
other?

N

J

© 2012 Scenario Cards for Digital Citizenship from
in2edu.com /



http://delicious.com
http://delicious.com
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\
What do you think about this?

How else will his life be affected by what has
happened?

What can we learn from this?

Original article source is BBC News

-

From: Inland NZ service@ird.govt.nz>
Subject: Inland Revenue Tax Refund Notification
Date: 2 July 2012 7:34:03 AM NZST

Inland Revenue
Te Tari Taake

After the last ann
are eligible to recs
request and aliow

f your fiscal activity, we have determined that you

ays in order to process it.

Click Here to submit your tax refund request

Note : A refund can be delayed a variety of reasons, for example submitting invalid
records or applying after deadiine

Best Regards
Inland Revenue - Te Tari Taake

ns o
x refund of 988.50 NZ Dollars. Please submit the tax refund

-

Are you a good detective? This
email came from the Inland
Revenue Department.
< Is this a fake or scam email? If
not, what clues do you see that
might be evidence one way or
the other?

N

Behind this URL was this link http.//caeoll.com.ve/etc... '
-

K © 2012 Scenario Cards for Digital Citizenship from in2edu.com

Behind this URL was this link http.//
meritonservicedapartments.createsendi.com

4 I

Are you a good detective?

Is this a fake or scam
email? If not, what clues
do you see that might be
evidence one way or the
other?

-

J

© 2012 Scenario Cards for Digital Citizenship from
in2edu.com /
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R
Account <bobbiehayes @X¥a.coNZ> Are you a good detective? This
- Xtra Yahoo Last warning email came from Yahoo at Xtra.
23 October 2012 2:1848 PMNZDT
Dear Yanoo! User < Is this a fake or scam email? If
Your two noo MNAQ ™8 WO DRCOT ON eI slatus due o the ocemt u[-}’{b;! 10 our daladase, nOt’ What Clues do you See that
N oNer S ecevwe the mossapes 1% 5 logn and wal for maponds hom Yahoo mlght be ev'dence one Way Or
the other?
. J

K © 2012 Scenario Cards for Digital Citizenship from in2edu.com

Original article source is BBC News

-

Hmmm.

can you learn from this? Try doing a PMI.

You are playing an online game that has social chat and
communication built into it. Most online games do.

As you are playing at home a very rude message from a person
who is online at the same time pops up. You think about this: If
you tell your parents they may stop you playing the game, if you

What are your options? What are the consequences? What

K © 2012 Scenario Cards for Digital Citizenship from in2edu.com

From:
Subject:
Date:
To:

account@paypal-secure.co.nz &
Limited Account Access
4 July 2012 4:26:56 PM NZST

We determined someone may have tried to access your PayPal
account without your permission. For your protection, we have
limited your account access.

To lift this limitation, follow these steps:

1. Download the attached secured PayPal Limitation Removal Form.
If you are unable to view the attached form, please make sure to
Save it to your Computer, then Open. If needed, enable

JavaScript.

2. Confirm your information and wait a few minutes.

3. Login to your PayPal account.

We thank you for your prompt attention to this matter. Please
understand that this is a security measure intended to help
protect you and your account. We apologize for any inconvenience.

—

-

Can you use your investigative
muscles?

Is this a fake or scam email? If not,
what clues do you see that might be
evidence one way or the other? What
email address is it from? What are
they asking me to do? What are they
asking me to make sure | have
working on my computer-why?

-

J

..html (26 KB)

PayPal Limit

This was a downloadable file. A web attachment. '

© 2012 Scenario Cards for Digital Citizenship from in2edu. cony
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goodreads
Hello Warren, welcome to Goodreads!

To get started discovering great new books, verify your email address by
clicking below:

Happy reading!
The Goodreads Team

\ © 2012 Scenario Cards for Digital Citizenship from in2edu.com
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Are you a good detective? This
email came from GoodReads.
Earlier in the day | had signed

: : up to a site called Goodreads...
sl < should | click?

Is this a fake or scam email? If
not, what clues do you see that
might be evidence one way or
the other?

G

\

/
Skype

View notification

Yours truly,
The Skype Support.

-

Can you use your investigative

Urgent notification. < muscles?

Is this a fake or scam email? If

might be evidence one way or
the other?

o

not, what clues do you see that

~

J

/

Fraud Threats:
How American Express Helps Pri

A\ 'mportant : Personal Key

Please create your Personal Security Key. Personal Security Key (PSK) is one of several
authentication measures we utilize to ensure we are conducting business with you, and only you,
when you contact us for assistance.

American Express uses 128-bit Secure Sockets Layer (SSL) technology. This means that when

you are on our secured website the data transferred between American Express and you is

encrypted and cannot be viewed by any other party. The security of your personal information is

of the utmost importance to American Express, please click herelAd visit our website at

https://www.americanexpress.com to create your PSK (Personal Security Key).
http://217.199.161.78/talkative /index.html

Note: You will be redirected to a secure encrypted website.

The contained message may be privileged, confidential and protected from disclosure. If the
reader of this message is not the intended recipient, or an employee or agent responsible for
delivering this message to the intended recipient, you are hereby notified that any dissemination,
distribution or copying of this communication is strictly prohibited.

Thank you,
American Express

If you'd like to stop receiving this alert, simply click here.
Was this e-mail helpful? Please click here to give us your feedback.

Contact Us | Privacy Statement | Add us to your address book
Your Card Member information is included in the upper-right corner to help you recognize this as a
customer service e-mail from American Express. To learn more about e-mail security or report a
suspicious e-mail, please visit us at americanexpress.com/phishing. We kindly ask you not to reply to this
e-mail but instead contact us via customer service.

© 2014 American Express. All rights reserved.
AGNEUALE0062220

/

Can you use your investigative
muscles?

Is this a fake or scam email? If not,
what clues do you see that might b

email address is it from? What are

asking me to make sure | have
working on my computer-why?

-

evidence one way or the other? What

they asking me to do? What are they

e

© 2012 Scenario Cards for Digital Citizenship from
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Makayla
To: ICT Facilitator <ictfacilitator@medbury.school.nz>
You have unread messages that will be deleted soon

You have a new direct message.

You have unread messages that will be deleted soon&d

http://194.226.148.40/silkily.php

See All Notifications |

\ © 2012 Scenario Cards for Digital Citizenship from in2edu.com

]
<

-

Are you a good detective? When
you hover over the link the
yellow hyperlink is displayed
without actually clicking on it.

Is this a fake or scam email? If
not, what clues do you see that
might be evidence one way or

the other?

-

\

-

To: ICT Facilitator <ictfacilitator@medi
Reply-To: Diigo

jo ryu is now following you on diigo

bury.school.nz>

jo ryu(iryuempnet) is now following you on diigo.
You may follow jo ryu as well by clicking on the "follow™ button on his/her profile.
If he/she looks like a spammer, please help us keep the Diigo community clean by “flagging him/her as a spammer”

(& this message was sent to you by Diigo
To unsubscribe to these types of messages, click here and edit your notification settings

\ © 2012 Scenario Cards for Digital Citizenship from in2edu.com

Diigo 3 May 2014 1

1:04 pm
Hide Detalils

-

Can you use your investigative
muscles?

Is this a fake or scam email? If
not, what clues do you see that
might be evidence one way or
the other?

.

~

J

J

/

Amazonvoucher@michaelnull.com
To: Warren Grieve <warreng@medbury.school.nz>
Amazon survey rewards

Complete the Amazon Survey!
Claim your $25 Amazon Gift Card!

survey and claim your Amazon gift card!

All you need to do is complete the quick survey to claim your free gift!

Start now! >&

| http://michaelnull.com/

If you wish to no longer receive emails about this offer please click here

—

4 May 2014 11:37 am
Hide Details

Are you ready for the extra deals and savings at Amazon? Will you be shopping online or in-store? Share your opinions and experiences by completing the

~

/
Can you use your investigative
muscles?

Is this a fake or scam email? If not,

email address is it from? What are
they asking me to do?

-

what clues do you see that might be
evidence one way or the other? What

J
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¥2 Mail thinks this message is Junk Mail. Load Remote Content Not Junk

GrabOne Escapes 14 January 2015
0: Warren Grieve
7-Night Romantic Phuket Vacation / 2-Night Paihia Resort Stay for Two + 1 other deal

hat, no images? Please enable images in your email settings to view.

7-Night Romantic Phuket Vacation / 2-Night Paihia Resort Stay for Two + 1 Manage your subscriptions |
other deal Unsubscribe

Featured Escape

7-Night Romantic Phuket Vacation

PHUKET - Mangosteen Resort & Ayurveda
Spa

© 2012 Scenario Cards for Digital Citizenship from in2edu.com

Are you a good
detective?

Is this a fake or
scam email? If
not, what clues do
you see that might
be evidence one
way or the other?

J

Your Apple Service 14 Ja

o: Warren Grieve
Reply-To: support@safety-audits.co.uk
Your iCloud ID Update Details

iCloud/Apple ID - warreng@medbury.school.nz

This notification is to to inform you we regret to announce you that your Apple Account

~

-

(warreng@medbury.school.nz) has been temporarily locked until we can validate your Apple ID Can you use your

information. This is a precautionary measure to guard your iCloud Account from unapproved use

We apologise for any inconvenience this may cause.

investigative
muscles?

How can | certify my Apple Account and unsuspended my Apple ID? < .
Just proceed to the highlighted URL below to verify your iCloud Account. Login in using yo Is this a fake or

ID and password, then read the prompts.

>>> Certify My Apple/iTunes Account~

http://applecare-gb.uk/servicelogin/?

scam email? If not,
what clues do you
see that might be

While using Apple device ¢maji-warreng@medbury.school.nz  Yith your usual email account as your App evidence one way

login.

If you have questions and need support, visit the Account Care site.

or the other? What
email address is it

Kind Regards,
Apple Ownership Support

Case Ticket ID: #A14MNB51520-ID151 . .
should | click on it?

nt | Support | Privacy Policy | Manage Subscriptior
Copyright ® 2014 iTunes Sarl 68-39, Rue Sainte Zithe, L-7651 Luxembourg All Rights Reserved.

When you hover over the link
this hyperlink is displayed -

~

from? What are

~
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Reflecting on 2015, Out Of The Darkness, Interactive Tour of Homes Around the World

4 )

Feedspot Mombersince un, 2013 | Change emall setings
\ Are you a
N - )
car New You good
: R T detective?
Kick Start your 2015 Resolutions
As a special New Year gift, we'd like to offer you free 10 years of Feedspot Gold plan on just one year upgrade. |s this a fake

orscam

email? If not,
eLearning Blog Dont Waste Your Time.. What cIues dO
: you see that
Reflecting on 2015 ~ .
by David Hopkdns, 5 ﬂou”t\\tﬂt;.;’:\llwwwAfeedspo(.com/login’? ml_ght be
evidence one

Yes, it seems strangi | - JKMGBpNXGIhOFidK5PXT +hhOwuOdVtebs M Not going to join many other and write about my predictions for
learning technology i ,tmanjaTi/
Mb1
o way or the
other?

kGse2kk0Y7xXpFhnbyh7R4RTIsV4

—. swcOeAa&continue=%2F%3Fhash
%2Ffof_fo_199034__f 1084259%2Fa)

Our Daily Bread %2F 1813853141 %3Fdd%3D4529989

Out Of The Darkness

by Dave Branon, 13 hours ago

| don't know what desperate situation gripped Asaph, the wi
dozen years since | lost ..

When you hover over the link
this hyperlink is displayed - is
it O.K. to click on it?

- J

TechLearning RSS Feed

Interactive Tour of Homes Around the World
16 hours ago

Exolore homes -- and cultures -- around the world in exauisite detail © 2012 Scenario Cards for Digital Citizenship from in2edu.com

- J

4 )

Your Apple Service 14 January 2015 8:50 am
To: Warren Grieve

Reply-To: support@safety-audits.co.uk

Your iCloud ID Update Details

g
iCloud/Apple ID - warreng@medbury.school.nz '

This notification is to to inform you we regret to announce you that your Apple Account [ \
(warreng@medbury.school.nz) has been temporarily locked until we can validate your Apple ID Can you use your
information. This is a precautionary measure to guard your iCloud Account from unapproved use

We apologise for any inconvenience this may cause. mveStlgatlve
muscles?
How can | certify my Apple Account and unsuspended my Apple ID? < .
Just proceed to the highlighted URL below to verify your iCloud Account. Login in using yo Is this a fake or
ID and password, then read the prompts. scam email? If not
- )
>>> Certify My Apple/iTunes Account~ what clues do you

http://applecare-gb.uk/servicelogin/? . . see that mlght be

B R T e e e T eI vith your usual email account as your App evidence one way
or the other? What
Account Care site. email address is it

~\ from? What are
When you hover over the link

this hyperlink is displayed - is
it O.K. to click on it?

While using Apple device
login.

If you have questions and need support, visit the

Kind Regards,
Apple Ownership Support

Case Ticket ID: #A14MNB51520-ID151

My Apple Account | Support | Privacy Policy | Manage Subscription

Copyright ® 2014 iTunes Sarl 68-39, Rue Sainte Zithe, L-7651 Luxembourg All Rights Reserved.
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