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When people go phishing...... they might email you, call you on the phone, 
instant message, Twitter or convince you to download something off a website. 
Some even send you fake invoices in the mail!

How to spot fake...

1. No banks or financial institutions will ever send you a message saying you 
need to login and change account details or that there has been a difficulty...

2. You can check the link in behind the URL (in blue and underlined usually) by 
hovering over it.. often there will be a miss match i.e. says kiwibank but points 
to http://janesweb.com/index.php DO NOT CLICK!

3. If you didn’t subscribe to the site then it is SPAM or a scam anyway.
4. What is the tone of the email? Scammers often make threats.... “if you don’t 

reply in 24 hours your account will be terminated”
5. Spelling or English grammar is often poor.
6. They often use stolen graphics from the real site.
7. Sometimes a whole site is designed to rip off people, it looks like the real one 

but is a fake. The URL at the top will usually not be correct however!
8. Keep virus checker and adware/scam checkers up to date! 
9. If in doubt DO NOT click on the link!

Use the following cards to help train your investigator skills. They are all based 
on genuine emails received... genuine genuine and genuine fakes!

Note: some emails or names have been blanked to protect privacy.

TRY ONE TODAY!
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You have had a bad day at school and when a teacher spoke to you about something that had 
happened that day it made you angry. You went home you straight onto Facebook. You wrote a 
negative comment about the teacher to share with your friends.
What can happen? What can you learn from this?

You are the Bosses at your work. Core Enterprises (your business) has modern practices and 
can use Facebook and other social media sites for information.

Two persons are interviewed by you for a job. Who will you pick and why?
Person A) Seems to have the best qualifications. Has good references. BUT when you check 
there Facebook page and other social media sites you see a lot of pictures of them drunk, you 
see comments they have written that are negative about other people, with a number of swear 
words. You even notice one bad comment about a previous boss.
Person B) Their qualifications on paper are not quite as good. They have good references. 
Their Facebook search seems to show that they well balanced, have a range of positive 
relationships with others. They seem to enjoy relating to others via Facebook and have a life 
that shows a wide range of activities. They have a couple of swear words written on their 
comments.

A friend has posted some work on their school portfolio 
with spelling mistakes. The work is a poem and you 
notice great similes that they have used and that it is 
significantly better than the last poem they posted. What 
is the most positive and helpful comment you can write?

“The Power of Words”

“What do you say about yourself?”

“Kind words do not cost much. Yet 
they accomplish much.” Blaise Pascal

I am online and see a comment by a cool friend who is in the top 
sports team. His comment criticizes a teacher. My mouse hovers 
over the “Like” button.

What is the power of the first follower? What are your options? What 
are the consequences? What can you learn from this?

“Words are loaded pistols.” 
Jean-Paul Sartre
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“The Power of Images” “A picture is worth a thousand words”

“Words are loaded pistols.” 
Jean-Paul Sartre

You get an email on your computer with a video of a person from school, it shows 
them crying. Your hand hovers over the “forward” button....

What are your options? What are the consequences? What can you learn from 
this?

“The Power of Images” “A picture is worth a thousand words”
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A friend from school has asked you to 
send a photo of yourself to them. They are 
in your class but are not one of your 
closest friends.

What are your options? What are 
the consequences? Can you PMI 
some thoughts?

Your parents seem to have suddenly gone all overboard for not trusting you 
and are now asking for your to talk about and sign an Internet Contract with 
them for home. Are they always going to be on your back?

What are your options? What are the consequences? Can you PMI some 
thoughts? Can you do this from their viewpoint also?“You don’t 

trust me!”

Someone keeps on sending you unwanted messages. What can you do? What can happen if 
they get more serious?
What are your options? Who can you complain to? What are the consequences? Can you PMI 
some thoughts? Can you do this from their viewpoint also?

In the End, we will remember not the words of our 
enemies, but the silence of our friends.

Martin Luther King, Jr.

A number of your friends have Facebook accounts but your parents say you are too young. You 
could get an account anyway and they would hardly know...
What are your options? What are the consequences? Can you PMI some thoughts? Can you 
do this from you parents’ viewpoint also?
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You get a picture on your cellphone of a person you don’t like at school, being bullied 
by a friend of yours. Your hand hovers over the send button....

What are your options? What are the consequences? What can you learn from this?

“The Power of Images” “A picture is worth a thousand words”

What is the power of the first follower? What are my options? What 
are the consequences? What can you learn from this?

Check out: First Follower... funny!

“Words are loaded pistols.” 
Jean-Paul Sartre

You just got a message from 
someone you just met 
recently online. Their picture 
is on the left that they sent 
you. What information below 
is OK to give to them?

Name
Where you live – city or 
address
Telephone Number
Birthdate

Likes and dislikes
Height
Weight
Photo
Parent’s name
School

What are your options? What 
do you have to watch out for? 
What can you learn from 
this?

John is online talking to his friend from school, Alex.  
They are working on their homework together and 
wanting to help each other for a test. Alex says they 
should meet before class to review for the test. Is 
this okay?
(Should Michael also ask a parent just to make 
sure?)
Do a PMI.
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You are ten and your parents have asked to read the emails you have 
been getting and sending. You think that your stuff is private.

What are your options? What are the PMI’s? What 
are the POV’s (Points of View)?

You are nine and you got a email from a friend asking you to 
send a message to a new kid from another country in your class. 
Your friend wants you to tell them that we all want them to go 
back to where they came from.

What are your options? What are the PMI’s? 
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You just got a message saying that someone you know at 
school is, “....going to get you tomorrow!”

What are your options? What are the PMI’s? 

You want a subscription to a game site that looks good 
and need your parents credit card for this. Mum has her 
wallet sitting on kitchen bench.

What are your options? What are the PMI’s? 

A friend has found a way around the web blocks at your school. You reckon 
they are just there to stop you having fun and you can view blocked sites at 
home anyway.  You decide to tell more friends about this.

What are your options? What are the PMI’s?  What are the consequences?

In our 
decisions 
we show 
who we 
are..



Are strong are your 
digital literacy 
muscles?

Is this a fake or scam 
email? If not, what 
clues do you see that 
might be evidence one 
way or the other?

Calling for a smart 
detective? 

Is this a fake or scam email? 
If not, what clues do you see 
that might be evidence one 
way or the other?

Are you a good 
detective? 

Is this a fake or 
scam email? If 
not, what clues 
do you see that 
might be 
evidence one 
way or the 
other?
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Are you a good 
detective? 

Is this a fake or 
scam email? If not, 
what clues do you 
see that might be 
evidence one way 
or the other?

Are you a good 
detective? 

Is this a fake or 
scam email? If 
not, what clues 
do you see that 
might be 
evidence one 
way or the 
other?

While surfing the Internet, you see a website that makes you 
feel uncomfortable. Your friend had given you the link. What 
should you do?

Do a PMI to help.
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Do you have the smarts?

Is this a fake or scam email? 
If not, what clues do you see 
that might be evidence one 
way or the other?

How are your “spot the fake” skills today?

Is this a fake or scam email? If not, what clues do 
you see that might be evidence one way or the 
other?

Behind this URL was this link  http://andreasottwedding.com/css/
ib.kiwibank.co.nz/

Behind this URL was this link customercare@glogster.com

Are you a good detective? This 
email came from a friend.

Is this a fake or scam email? If 
not, what clues do you see that 
might be evidence one way or 
the other?

Should you send games to 
people?

Behind this URL was this link http://gameon.co.au/gameflah.php
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Test your skills as a investigator!

Is this a fake or scam email? If 
not, what clues do you see that 
might be evidence one way or 
the other?

Can you be fooled?

Is this a fake or scam 
email? If not, what clues 
do you see that might be 
evidence one way or the 
other?

Behind this URL was this link http://koala.unas.cz/xxx/index.html
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Behind this URL was this link  http://heartofghana.com/xxx.html

Are you a good detective? This 
tweet came from a friend.

Is this a fake or scam email? If not, 
what clues do you see that might 
be evidence one way or the other?

Note: I received four of these at the 
same time from different people.



You keep coming back for 
more!

Is this a fake or scam email? 
If not, what clues do you see 
that might be evidence one 
way or the other?

Behind the URL’s are links starting with http://delicious.com

Can you tell the difference between 
fake and real?

Is this a fake or scam email? If not, 
what clues do you see that might be 
evidence one way or the other?

What would you need to know from 
the person who got this to make a 
decision?
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Are you a good detective? 

Is this a fake or scam 
email? If not, what clues 
do you see that might be 
evidence one way or the 
other?

http://delicious.com
http://delicious.com


Are you a good detective? 

Is this a fake or scam 
email? If not, what clues 
do you see that might be 
evidence one way or the 
other?

Are you a good detective? This 
email came from the Inland 
Revenue Department.

Is this a fake or scam email? If 
not, what clues do you see that 
might be evidence one way or 
the other?Behind this URL was this link http://caeoll.com.ve/etc...
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What do you think about this?

How else will his life be affected by what has 
happened?

What can we learn from this?

Original article source is BBC News

Behind this URL was this link  http://
meritonservicedapartments.createsend1.com

http://www.bbc.co.uk/news/uk-england-tyne-17183384
http://caeoll.com.ve/etc
http://caeoll.com.ve/etc
http://meritonservicedapartments.createsend1.com/
http://meritonservicedapartments.createsend1.com/
http://www.bbc.co.uk/news/uk-england-tyne-17183384
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Original article source is BBC News

Can you use your investigative 
muscles?

Is this a fake or scam email? If not, 
what clues do you see that might be 
evidence one way or the other? What 
email address is it from? What are 
they asking me to do? What are they 
asking me to make sure I have 
working on my computer-why?

This was a downloadable file. A web attachment.

Are you a good detective? This 
email came from Yahoo at Xtra.

Is this a fake or scam email? If 
not, what clues do you see that 
might be evidence one way or 
the other?

You are playing an online game that has social chat and 
communication built into it. Most online games do. 
As you are playing at home a very rude message from a person 
who is online at the same time pops up. You think about this: If 
you tell your parents they may stop you playing the game, if you 
don’t tell them they won’t know!.... Hmmm. 

What are your options? What are the consequences? What 
can you learn from this? Try doing a PMI.
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Can you use your investigative 
muscles?

Is this a fake or scam email? If not, 
what clues do you see that might be 
evidence one way or the other? What 
email address is it from? What are 
they asking me to do? What are they 
asking me to make sure I have 
working on my computer-why?

Are you a good detective? This 
email came from GoodReads. 
Earlier in the day I had signed 
up to a site called Goodreads… 
should I click?

Is this a fake or scam email? If 
not, what clues do you see that 
might be evidence one way or 
the other?
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Can you use your investigative 
muscles?

Is this a fake or scam email? If 
not, what clues do you see that 
might be evidence one way or 
the other?
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Are you a good detective? When 
you hover over the link the 
yellow hyperlink is displayed 
without actually clicking on it.

Is this a fake or scam email? If 
not, what clues do you see that 
might be evidence one way or 
the other?

Can you use your investigative 
muscles?

Is this a fake or scam email? If 
not, what clues do you see that 
might be evidence one way or 
the other?

Can you use your investigative 
muscles?

Is this a fake or scam email? If not, 
what clues do you see that might be 
evidence one way or the other? What 
email address is it from? What are 
they asking me to do?
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Can you use your 
investigative 
muscles?

Is this a fake or 
scam email? If not, 
what clues do you 
see that might be 
evidence one way 
or the other? What 
email address is it 
from? What are 
they asking me to 
do?
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Are you a good 
detective?

Is this a fake or 
scam email? If 
not, what clues do 
you see that might 
be evidence one 
way or the other?

When you hover over the link 
this hyperlink is displayed - 
should I click on it?



Can you use your 
investigative 
muscles?

Is this a fake or 
scam email? If not, 
what clues do you 
see that might be 
evidence one way 
or the other? What 
email address is it 
from? What are 
they asking me to 
do?
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When you hover over the link 
this hyperlink is displayed - is 
it O.K. to click on it?

Are you a 
good 
detective?

Is this a fake 
or scam 
email? If not, 
what clues do 
you see that 
might be 
evidence one 
way or the 
other?

When you hover over the link 
this hyperlink is displayed - is 
it O.K. to click on it?
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